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Audit Title Assurance Level and Summary of Opinion 
Date by which all 
recommendations due 
to be implemented:  

Police Officer 
Overtime 
(DP & DCP) 

We identified a number of issues during the course of our review through our attempts to verify a sample of officer overtime 
claims to the Global Rostering System (GRS), which has led to us providing a Partial assurance opinion.  
 

Weaknesses currently exist in the ‘passive’ authorisation of overtime claims by line managers, whereby they are not technically 
required to authorise claims as such, they are simply emailed the details and are expected to flag any issues to the claimant and 
Payroll. Officers can select any individual to be their line manager as they are detailed in the Myself system and we noted an 
instance where the line manager did not know the claimant concerned when queried by Payroll. Furthermore, Myself does not 
contain accurate or up to date operations codes on the drop down menus for claimants, meaning that overtime completed is 
potentially incorrectly accounted for. This has potential impacts when third parties require charging, such as for Mutual Aid and 
Special Policing Services.  
 

GRS is in place across both Forces, the rollout of which commenced in Dorset in November 2018. The majority of departments 
use this system and the Resource Management Unit (RMU) is most often responsible for managing police officer rostering using 
GRS, however some departments, e.g. Operations Planning, Major Crime Investigation Team (MCIT) and Covert are responsible 
for their own rostering within GRS. It is apparent from our testing that GRS does not provide a true reflection of the hours 
worked by an officer where overtime is claimed. 
 

Throughout our testing, as detailed in Section 1.3 below, we were largely unable to verify a sample of overtime claims between 
Myself (the claim) and GRS (as the rostering system). We successfully verified 32 of our sample of 251 claims during the period 
of mid-November to 20 December 2018. This sample only equated to 9.4% of 2422 claims raised where Payroll had not received 
any responses from line managers to verify the overtime claims for January 2019 as part of an internal exercise. They had been 
able to verify 439 claims internally through retrospective confirmation from the line manager attributed as authorising the 
claim.  
 

Whilst the Police Federation provides guidance concerning Officer Terms and Conditions pertaining to claims and rates 
applicable for overtime, there is little clear guidance accessible to officers internally regarding overtime. This has potentially 
created some of the ambiguity we feel was apparent during our testing, regarding what constitutes planned and unplanned 
overtime. 
 

Both Dorset Police and Devon and Cornwall Police are implementing various measures to seek to manage officer overtime 
through senior management review and implementation of Overtime Working Groups (not covered as part of this review). 
Forecast expenditure as per reports in January 2019 (the period when the claims we tested were made) for the 2018/19 year 
was as follows: 
 
 

• 31st March 2020 
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Dorset Police: 
 

  

Agreed 
Budget 
£000's 

Revised 
Budget 
£000's 

Spend 
to date    
£000's 

Forecast 
£000's 

(Under) 
/ Over   
£000's 

Territorial Policing 798 798 1,151 1,396 598 

Operational Support 379 390 416 521 131 

Crime & Criminal Justice 573 545 583 798 253 

Major Operations 341 336 160 290 (46) 

Mutual Aid 375 375 623 636 261 

Regional Collaboration 69 74 54 85 11 

Other Budgets 62 81 95 100 19 

Total 2,599 2,599 3,081 3,826 1,228 

Note: Some of this overspend would be offset by Income from Mutual Aid/Special Police Services and a Police pay underspend, 
which actually results in a projected net overspend of £448k. (Presented to Resource Control Board 25 February 2019) 
 

Devon & Cornwall Police: 
 

Police Officer overtime by 
command - January 2019 

Original  
Budget  
£000's 

Revised 
Budget 
£000's 

Spend 
to 

date    
£000's 

Forecast 
£000's 

(Under) 
/ Over    
£000's 

Local Policing Devon 1,307 1,307 1,344 1,617 310 

Local Policing Cornwall 789 789 699 855 66 

Local Policing Plymouth 633 533 457 529 (4) 
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Operations 881 862 865 1,030 168 

Crime and Criminal 
Justice 974 998 845 1,134 136 

Other Budgets 362 287 211 234 (53) 

Total 4,946 4,775 4,422 5,398 622 

 
(Presented to Resource Control Board 25 February 2019. Note - any caveats similar to Dorset Police above were not immediately 
clear, so there could be similar savings in other expenditure not explicitly stated.) 
 

This illustrates the continuing pressure both Forces are under due to rising amounts of overtime claims, with both projecting 
an overspend at 31 March 2019 as per the period covered by our testing. 
 

Data Protection – 
Incident Reporting 
(DP & DCP)  

As of June 2019, 58% of police staff and 51% of police officers at Devon and Cornwall Police have completed e-learning training 
which covers data breach awareness. Whilst we accept good progress has been made towards the completion of training since 
the e-learning modules were made available in October 2018, further work is required to ensure higher completion across the 
workforce. At the time of testing, completion rates were not available for police officers and staff at Dorset Police. Therefore, 
we are unable confirm whether the position at Dorset Police is satisfactory. 
 

Incident Investigation Forms were not being completed for all data breach incidents considered to be of higher risk under the 
Strategic Alliance’s Incident Management Policy. A sample of 10 such data breach incidents across both Forces were reviewed 
with only three having a completed Incident Investigation Form in place. Where an Incident Investigation Form has not been 
completed, there is a risk that key information about a data breach which has occurred may be missed and/or actions may not 
be fully considered by all relevant parties / implemented to prevent reoccurrence. 
 

A comparison of the Strategic Alliance’s data breach register against the Information Commissioner’s Office (ICO) standard data 
breach register template available online found that some key information required by the ICO was not being recorded in the 
Strategic Alliance’s data breach register.  
 

Improvements to internal controls cited above through the implementation of recommendations raised within this report will 
help mitigate the risk of a substantial fine (up to €10m (£8.9m) or 2% of the organisation’s global turnover) and reputational 
damage to the Strategic Alliance and negative consequences for data subjects as a result of non-compliance with the General 
Data Protection Regulation (GDPR) and other legislation. 
 

• 31 December 2019 
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Business 
Continuity 
(DP & DCP) 

Our review has primarily focussed on the framework of documentation in place to ensure business continuity across the Strategic 
Alliance as it is not possible to provide a definitive opinion on the ability of decision-makers to respond to an incident. It should 
be noted that no officers contacted during this review have expressed concern with respect to their responsibilities in relation 
to business continuity and a clear process is in place for invocation of business continuity plans and escalation as necessary. The 
Business Continuity Plans that we reviewed had generally been completed in detail, with due consideration given to Business 
Impact Assessments. 
 

However, we are concerned that, of our sample of 25 expected Business Continuity Plans across both Forces (and OPCCs), only 
17 were readily available at the time of requesting, of which seven were overdue for review and only five appeared to have been 
formally approved in accordance with the template used. There was a lack of evidence amongst the majority of sampled plans 
to suggest that they had been recently tested with the nature of the exercise and the subsequent debrief documented. 
Furthermore, we are unclear as to whether formal business continuity arrangements are in place for regional collaborations in 
which the Forces are involved. These findings have led us to conclude that the current delegated approach to testing and 
maintenance of business continuity plans is not proving effective. 
 

Given this approach, we have made minor recommendations within the main body of this report that the Business Continuity 
Handbook is refreshed as the main source of documentary guidance to those with business continuity responsibilities and that 
the current informal approach to training these officers/staff is reviewed to ensure that it is proportionate to the risk associated 
with their responsibility. The Dorset Force Business Continuity Policy should also be updated and made readily available and we 
have recommended inclusion of the extension/contact details for the Force Incident Commander/Manager as the point of 
contact in case of higher risk incidents on future Business Continuity Plan templates. We intend that these measures will further 
support those with business continuity responsibilities in affecting their role. 
 

• 31 January 2020 

Estates – 
Statutory 
Obligations 
Management 
(DP) 

Our review of the management of statutory obligations by the Estates Department has resulted in a partial assurance opinion; 
supported by an analysis of the strategic frameworks in place, a detailed programme of testing and interviews with key officers.  
We noted good practice in each of the areas (gas and electrical safety and Legionella and asbestos control) but also identified 
issues regarding compliance and capacity for procedures to be improved and strengthened. 
 

Observations that have informed our opinion include: 
• The lack of an overarching electrical and gas safety framework to coordinate associated testing, define roles and 

responsibilities and clarify legal obligations.  We also noted a lack of compliance with portable appliance testing (PAT) 
requirements and an absence of clarity regarding ICT equipment and associated testing; 

• Incomplete electrical testing for the Control Room due to the lack of a system back-up for NICHE (police records 
management system) at an alternative site and some outstanding remedial works from 2018 lightning conductor 
testing; 

• Incomplete and absent annual asbestos inspections and associated maintenance of records; 

• Update to be 
provided by 31 March 
2020. 
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• The lack of a lease agreement and associated expectations/compliance with legionella control regimes with 
Bournemouth Police Station SARC (Sexual Assault Referral Centre) Unit; and 

• Inconsistent compliance with Legionella regimes for flushing and temperature recording. 
 
We were satisfied with the Force’s compliance with annual gas safety checks (by Gas-Safe registered engineers) at police houses 
and the planned regime for five yearly electrical installation condition checks for all police premises.   We also noted the presence 
of a ‘Written Scheme for the Control of Legionella’ and an ‘Asbestos on Police Premises – Strategy & Management Plan’.  
 

We also observed the ongoing improvement of centralised monitoring of regimes in all disciplines and a movement towards 
electronic recording and archiving. 
           
As part of a change to the 2019/20 Internal Audit Plan, we will now be ‘following up’ the recommendations raised within this 
report prior to year end.  
          


